Kak ObicTpO MUrpupoBaTb
Cloudflare > NGENIX

EcTb psf NpuUYMH, NOYEMY POCCUNCKUM
KoMmnaHuam nopa murpuposath ¢ Cloudflare:

NGENIX

HeBO3MOXHOCTb onnatbl ycnyru B I/IHOCTpaHHOl;I BanioTe onga pOCCMlZCKMX topngnyecknx nuu;

OrpaHuYyeHus: B NofyyYyeHum TEXHUYECKOWN nognep XXk gna pOCCVIVICKVIX KOMMaHWU;

Puck 6noknposku IP-agpecos Cloudflare - He BkntoyeH B Poccuckunin peectp XOCTUHI-NPOBanaepos;

McnonbaoBaHue Cloudflare HapylaeT n.6 250 Ykasa MpesuaeHTa Pd.

IOns murpaumm ¢ Cloudflare Ha NGENIX BbInoNHMUTE NATb NPOCTbIX LLAros:

@
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OcTaBbTe 3asBKy Monyuute ot cnyx6bl TexHuueckon  Hactpoute MNepekniounte Tpaduk  TecTUpyNTE BO3MOXHOCTMN

Ha caiiTe unn obpatutech MOAAEPXXKN PEKBU3UTbI 4OCTYNa HeobxoouMble cepBUCbl  Ha nnatdopmy yepes nnatdopmbl 0o 14 gHe

K npepcrasutenio NGENIX B K/IMEHTCKUIA nopTan Ha nnatdopme N3MeHeHue 3anucen M NpUHMMaNnTe pelieHne
NGENIX Multidesk DNS-30HbI

) Mpu murpaumm ¢ Cloudflare aTo pykoBogcTBO NOMOXET Bam BblibpaTh 06nayHble CepPBUChHI

NGENIX ang nobbix notpebHocTel Ballero Be6-npunoxeHus.

cepBMCbl 3auiuThbl OT Ku6epaTaK

Cloudflare DDoS Protection NGENIX DDoS Protection (DDP)

Cepsuc 3awmTbl ot DDoS-aTtak Ha ypoBHe
npunoxexuit (L7). BoisiensieT n 6nokmMpyeT HexenaTtenbHbin
Tpaduk Ha ocHoBe aHanuaa 6onee yem 40 MeTPUK.

NGENIX Edge Cloud Delivery (ECD)

CepBHUC YCKOPEHNS [OCTaBKM laHHbIX, 06beANHAOLLMI
BO3MOXHOCTU MPOKCUPOBAHUS/KILWMPOBAHNS
CTaTUYECKOTO U ANHAMUYECKOTO KOHTEHTa,
NOTOKOBOTO BellaH!s BULEOAAHHbIX, AOCTaBKN NOTOKOB
1 Meaunacdannos.

NGENIX Edge Logic Rules (ELR)

CepBWC ynpaBnexus norukon obpaboTku 3anpocos
K laHHbIM Ha nnaTdopme, KoTopbli obecneunsaeT
NPOoBepPKy KaxAoro nob3oBaTeNnbckoro 3anpoca

Ha COOTBETCTBME 3a[iaHHbIM YCNoBUsiM. B cnyvae
COOTBETCTBUSI STUM YCIOBUAM B OTHOLIEHUMN Takoro
3anpoca CoBepLIaeTCs OnpeaeneHHoe AeicTBre.

Cloudflare Web NGENIX Cloud WAF (CAF)

Application Firewall Cepauc obecnedenns GpyHKLunoHMpoBaHus MO WAF
Ha BblaeneHHou nHdpPacTpyKType.

NGENIX Edge Logic Rules (ELR)

CepBuc ynpasneHus norukon obpaboTtku 3anpocos
K AaHHbIM Ha nnatdopme, KOTOpbI obecneunsaeT
NpoBepKy KaxAoro nofb3oBaTeNbCKOro 3anpoca

Ha COOTBETCTBME 3afiaHHbIM YCNoBUsiM. B cnyvae
COOTBETCTBUS STUM YCNIOBUAM B OTHOLLEHUM Takoro
3anpoca CoBepLIAETCs ONpeaeneHHoe AeicTBre.

Cloudflare Rate Limiting NGENIX Cloud WAF (CAF)

Cepeuc obecneyeHuns GyHKLuMoHnposaHus MO WAF
Ha BblaeneHHoW MHbPaCTpPyKType.

Cloudflare Bot Management NGENIX Edge Logic Rules (ELR)

CepBWC ynpaBneHus norukorn obpaboTku 3anpocos
K AaHHbIM Ha NnatGopme, KOTOPbI obecneynaeT
NpoBepKy Kax4oro nonb3oBaTenbcKoro 3anpoca

Ha COOTBETCTBME 3afiaHHbIM YCNoBUsiM. B cnyvae
COOTBETCTBUSI STUM YCNIOBUAM B OTHOLLEHUM Takoro
3anpoca CoBepLIaeTCs OnpeaeneHHoe AeicTare.
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[ins 3awuTbl Be6-pecypca oT DDoS-aTak Ha pa3HbIX YPOBHAX MOAENU
OSI ncnonbaylotcs Tpu cepauca:

« Cepsuc Edge Cloud Delivery nogknioyaeTcs Bcem KnmeHTam
No yMON4YaHuio. OH ncnonb3yetca Ansa yCKOpeHusa OCTaBKU AAaHHbIX,
a TakXe N opraHu3auum obpaboTku 3anpocos Ha Nnathpopme C Lienbio
KOHTpONA AOCTyNna K AaHHbIM, aHanunia n 6ﬂOKMpOBKI/I HexenartenbHoro
Tpaduka, NpeobpasoBaHus U30OPaXEHUI N APYrUX 3afay YCKOPEHUs
1 3awnThl Be6-pecypca. MoaknioueHne ceperca obecneunsaer 3anTy
ot DDoS-atak Ha ypoBHe L3/4 naxe 6e3 ucnonbaosaHus
APYrnx cepBmcoB 3alnThbl;

Cepsuc DDoS Protection vcnonb3yeTcs Ans 3aluTbl
ot DDoS-aTak Ha ypoBHe L7;

Cepsuc Edge Logic Rules nossonseT 6510kMpoBath HeXenatenbHbli
TpaduK Npy COOTBETCTBIM 3aNpoCca ONpeaeneHHOMyY KpUTepUio
(IP, ASN, referer, npuHagnextocTs k cetv LLO[, Tor, VPN v ap).
370 nomoraeT oTpa3nTb 3Ha4YUTENbHYIO YacTb DDoS-aTak Ha L7.

Cepeucsl Cloud WAF v Edge Logic Rules sgnsiotcs yacTbio crctembl
SLWENOHNPOBAHHOM 3alwmnThl OT Knubepatak Ha nnatpopme NGENIX.
Mcnonb3oBaHne KOMBUHALMM CEPBUCOB NO3BONSAET OTGUNLTPOBATbL YacTb
BPEOHOCHOTO Tpaduka 10 ero aHanusa cpeactsamn WAF. 9To MHOroKpaTHO
CHWXaeT Harpyaky Ha WAF, noBbiwaeT cTabunbHOCTb ero paboTel 1 cokpataet
3aTpatbl Ha nuueHsuu MO.
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Cepsuc Cloud WAF npegocTasnsiet BO3MOXHOCTb BbiGpaTb MO WAF
OT poccunckux BeHaopos Bebmonutopakc u Positive Technologies.

B03MOXHOCTb perynupoBath IMMUT NOAKMOYEHUI peanu3osaHa B MO WAF
oT WebmonitorX. Mpu noMoLLM HaCTPONKM CrieumanbHoro npasmna

MOXHO yKa3aTb MakCUManbHOE KONMYECTBO NOAKMO4EHNI. ECnu KonnyecTBo
3aMpOCOB MPEBbILIAET YCTAHOBNEHHbIN IMMUT, NOCNEAYIOLLME 3aMpOCh!
6yayT OTKNOHEHDI.
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Cepsuc Edge Logic Rules 6nokupyeT 60mbLuyto 4acTb BPELOHOCHOTO
6oT1-Tpaduka, nposepss kaxabii HTTP-sanpoc Ha cooTBeTcTBME
YCTaHOBNEHHBIM KPUTEPUAM W PN HAAOBHOCTU OTNPaBNAs

ero Ha fononHuTenbHylo JavaScript-sanupaumio.

)
% ®YHKUMOHaNbHOCTb peanna3noBaHa 4aCTUYHO



Cloudflare CAPTHA Alternative

Cloudflare Page Shield

Cloudflare SSL/TLS Encryption

Cloudflare Security Center

Cloudflare APl Gateway

@ OtcyTcTBYET

@ OTcyTtcTBYET

NGENIX SSL Support (SSL)

CepBsuc obecneyeHuns 4ocTyna K JaHHbIM
Ha cepBepax AOCTaBKM No npotokony HTTPS.
Wcnonbayetcs SSL-ceptudmkat NGENIX.

NGENIX Hosted SSL (HSL)

CepBuc noaaepXkn cobcTBeHHbIX SSL-cepTudurkaTo
3aKa3unka Ans obecneyeHus 3alnLLEHHOro CoeaNHEHNs
no npotokony HTTPS.

@ OtcyTtcTBYET

@ OTcyTtcTBYET

cepBMCbl YCKOpPEeHMs, AOCTaBKU KOHTEeHTa U XpaHeHus

Cloudflare CDN

Cloudflare Stream

Cloudflare DNS

Cloudflare Load Balancing

Cloudflare Argo Smart Routing

Cloudflare Page Shield

NGENIX Edge Cloud Delivery (ECD)

CepBnC YyCKOPEHUS LOCTABKM A@HHbIX,

06beanHAIoLLMIA BO3MOXHOCTU NPOKCUMPOBaHUs/
K3LMPOBAHUS CTAaTUYECKOrO U AMHAMUYECKOrO KOHTEHTa,
NOTOKOBOrO BELaHNs BUAEOAAHHbIX, AOCTaBKM NOTOKOB

1 meauadannos.

NGENIX Edge Cloud Delivery (ECD)

CepBHUC YCKOPEHNS [OCTaBKW iaHHbIX, 06beaNHAOLLMIA
BO3MOXHOCTU NPOKCUPOBAHUS/KILWMPOBAHNS
CTaTUYECKOrO N ANHAMUYECKOTO KOHTEHTa,
NOTOKOBOTO BeLaHNs BULEOAAHHbIX, AOCTaBKN NOTOKOB
1 Megunacdannos.

NGENIX Secure DNS (DNS)

CepBuC NoaAepXkn AOMEHHbIX 30H. ObpaboTka 3anpocos
K BOMEHHOW 30He aenerupyetcs Ha nnatdopmy NGENIX

C BO3MOXHOCTbIO Y1O6HO YNpaBnsaTh JOMEHHOWN 30HOM

8 IM4YHOM KabuHeTe.

NGENIX Edge Cloud Delivery (ECD)

CepBIC YCKOPEHWS JOCTaBKM AaHHbIX,

06bEeAVHSIOLLMI BO3BMOXHOCTM NPOKCUPOBaHMs/
KLIMPOBaAHMS CTATUYECKOTO 1 AUHAMUYECKOTO KOHTEHTA,
NOTOKOBOTO BeLLaHWsi BULEONAHHbIX, LOCTABKM NOTOKOB

1 Mepuadannos.

NGENIX Edge Cloud Delivery (ECD)

CepBuC YCKOPEHNSs OCTaBKM AaHHbIX,

06beaMHAIOLWNIA BO3MOXHOCTU NPOKCUPOBaHUs/
K3WNPOBaHNA CTaTU4ECKOro n ANHAMUYECKOro KOHTEHTa,
NOTOKOBOroO BeWwaHns BUAeOAaHHbIX, LOCTAaBKN NOTOKOB

1 Meanadaiinos.

@ OtcyTcTBYET

[ns ucnonb3oBaHusa HTTPS Ha nnatdopme NGENIX Heobxoarma HacTporka
cepsuca SSL Support. Ecnu Bbl XOTUTE UCNONb30BaTb COBCTBEHHbIN
cepTuduKaT, noTpebyeTcs AONONHUTENBHO NOAKMIYMTL cepBic Hosted SSL.
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Mnatpopma NGENIX nopaepxuBaeT anroputmbl WndposBaHus

ECDSA, RSA 1 FOCT 34.10, nossonsieT 3arpyxatb 1 6e3onacHo XpaHuTb

cobCTBeHHble cepTdMKaThI, BK/IOYas CaMONOANUCAHHbIe
SSL-cepTuduKaThl, a Takxe BryckaTb SSL-ceptudukatsl Let’s Encrypt.

D Mpeumywectso NGENIX

Cepsuc Edge Cloud Delivery nogniouaetcs Bcem 3akasunkam no yMmonyaHuio.
(0
Bce Be6-pecypcbl, noaknioveHHble K nnatpopme NGENIX,

aBTOMAaTMYECKM 3alLMLLEHBI OT BOMIIOMETPUYECKNX aTak Ha ypoBHe L3/L4
naxe 6e3 nogknoueHuUs cepsuca sawmTbl ot DDoS.

Cepsuc Edge Cloud Delivery nognioyaercs Bcem 3akasumkam no yMon4aHuio.

(0
[nsi ynpaBneHusi fOCTYNOM K BULEOKOHTEHTY MOXHO [LOMONHUTENbHO
nopkntountb cepeuc Tokenized URL — ¢ ero nomoLubo MOXHO AOCTaBNsATh

KOHTEHT ans OrpaHM‘ieHHOﬁ ayputopumn nonb3oBaTenen C NOMOLLbBIO MEXaHU3Ma
NOANUCAaHHbIX CCbINOK.
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Bce Be6-pecypcbl, noaknioyeHHble K nnatpopme NGENIX,

aBTOMAaTMYECKU 3alLMLLEHbI OT BOMIOMETPUYECKMX aTak Ha ypoBHe L3/L4
npaxe 6e3 nopgknioueHus cepsuca 3awuTol ot DDoS.

Cepauc obecneunBaeT NoaaepXKy AOMEHHbIX 30H 3aka3uunka
Ha pacnpefeneHHowW, 0TKa3oyCTONYMBOW, 3alUVLLEHHON
ot DDoS-aTak ceTu aBTopuTaTVBHbLIX cepBepoB DNS.

)
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[locTynHbI AN HACTPOMKN HECKONbKO METOA0B GanaHCMPOBKM MeXay
cepBepami 1OCTaBKM 1 opuriHaumm: Round Robin, Inconsistent IP,
Consistent IP, Consistent URI, Consistent Key.

Cunctema 6anaHCHUpPOBKM NONb30BATENbCKNX 3aMPOCOB

NGENIX Content Engine Routing no3sonser BbIbpaTb ONTYMasnbHbli cepsep
[OCTaBKM ANs Kaxaoro Be6-nonbaosatens n adpHekTMBHO pacnpenenuts
HarpysKky no cepsepam AOCTaBk1 Ha OCHOBE aHanu3a 6onee 40 napameTpoB.



Cloudflare Tiered Cache

Cloudflare Images

Cloudflare R2

Cloudflare Page Rules

Cloudflare Waiting Room

NGENIX Origin Shield (OSD)

CepBWUC aKpaHNPOBaHUs CepBepa OPUTMHALIMK CHUXAaET
HarpyaKy Ha Hero co CTOpOHbl CEpPBEPOB [OCTaBKM.

NGENIX Image Optimization (IMO)

Cepauc npeobpasosaHus nzobpaxenunin. OH nossonser
MoANUMGUPOBATbL N KOHBEPTUPOBATL M306PaXeHus,
YTOBbI 06ECNEUNTD YNyYULIEHHBI! NONb30BATENLCKMUIA OMbIT
1 COKPaTUTb NOTPeBNeHNe NoNoChi NPOMyCKaHNs.

NGENIX Cloud Object Storage (COS)

CepBuC 061a4HOr0 XPaHEHNSs AaHHbIX.

OH N03BONSET XpaHWUTb AaHHble 1 nor-dannsl Ha obnayHon
unopactpykType NGENIX, 4TO6bl CHU3UTL 3aTpaThl

Ha cobcTBeHHble CX[] 1 addeKTUBHO OCYLLEeCTBAATD
XpaHeHu1e 1 Ny6ArKaLmio AaHHbIX.

NGENIX Edge Logic Rules (ELR)

CepBWC ynpaBnexus norukorn obpaboTku 3anpocos

K laHHbIM Ha nnaTdopme, KoTopbll obecneunBaeT
NpPoBepPKy KaxAoro nonb3oBaTeNnbckoro 3anpoca

Ha COOTBETCTBUE ONpPefeneHHbIM ycnosusM. B cnyyae
COOTBETCTBUSI STUM YCNIOBUAM B OTHOLIEHUMN Takoro
3anpoca CoBepLIaeTCs OnpeaeneHHoe AeicTBre.

@ OrcyTcTBYET

cepBMCbl aHa/IMTUKU, CTaTUCTUKU U yNpaB/IeHUA

Cloudflare Logs

Cloudflare Analytics

NGENIX Real-Time Log Streaming (RLS)

CepBHC NOTOKOBO Nepeaayn MHpopmaumum

06 HTTP-3anpocax. MossonseT nonyyats MHGopmaLmio
06 HTTP-3anpocax ¢ cepsepos poctaskm NGENIX

B PEXMME PeanbHoro BpemMeHu.

NGENIX Raw Access Logs (RAL)

Cepsuc ynpasneHus nor-danamu.

Mo3BonseT nonyyaTb AOCTYN k 6onee nofgpPobHoOM
CTaTUCTUKE U CAMOCTOSTENbHOI ANarHOCTUKe
cepsucos goctaskn NGENIX.

NGENIX Real-Time Analytics (RTA)

CepBWC A0CTYNa K CTaTUCTUKE B PeanbHOM BPEMEHU.
Mo3BonseT NoNy4nUTh LOCTYN K CTAaTUCTUKE MO CEPBUCHBIM
KoHdurypauusm obnauHon nnatdopmbl NGENIX B pexume
peanbHoro BpeMeHu.

NGENIX Advanced Analtytics (AAL)

CepBUC PaCLUMPEHHO CTaTUCTUKM.
Mo3BonseT NoNy4nTh CTAaTUCTUKY NOBEAEHUS
nonbaosaTtenei Npy B3aMMOAENCTBUM C laHHBIMMU.

OsHakombTech ¢ kKaTanorom cepsmncos NGENIX
B LleHTpe noaaep>XXKu KIIMEHTOB
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Cepsuc Origin Shield obecneuviBaeT LONONHUTENbHBIN CNON
KSLWMPOBAHWS MEX/y CepBepaMi I0CTaBKN 1 CepBepamMu OpuriuHaLmm.

Cepauc Image Optimization no3BonseT Ha neTy KOHBePTUPOBaTh GopMaThbl
PNG un JPEG B WebP ana 6paysepos, KOTopble 9TO NOAAEPXMBAIOT, a Takxe
MoANdULMPOBATb BbICOTY, LUMPUHY, Pa3MbITU e /UK Ka4eCTBO N306PaXeHNI.

Cepsuc Cloud Object Storage npenoctasnseT 06nacTb Ans xpaHeHus Gpannos
C AOCTYNOM MO NPOTOKONY S3 Ha pacnpefieNneHHbIX CepBepax XpaHeHus.

Cepeuc Edge Logic Rules ncnonbayercs ans Toro, 4tobbl HACTPOUTH
CNOXHyto noruky obpabotkn HTTP-3anpocos. 3anpoc MoxHO 3ab10K1poBaTh,
NponyCTUTb, NePeHanpPaBnTh, HanpPaBnUTb Ha AONONHUTENbHYIO
Javascript-Banuaauuio, BbiICTaBUTb cneumanbHbii HTTP-3aronosok.

MpoBepka OCyLIEeCTBASETCS MO TakuM KpUTepusaM, Kak IP-agpec,

reonokauus, 3aronoBok, Bepcus npotokonos HTTP, TLS u ap.

Cepauchl paboTbl € nor-haitnamu NoMoratoT UCMONb30BaTb MOMHYHO
MHGOPMAaLMIO MO KaX/A0My 3anpocy Ans NPoBeAeH!s rMy6oKoN AMarHoCTUKM
M MHTErpaLmumn ¢ COBCTBEHHBIMU CUCTEMaMI aHANUTUKN U MOHWUTOPWHTa.

Cepeuc Real-Time Logs Streaming nossonset nepegasaTtb no syslog
nHbopmaumio 06 HTTP-3anpocax, 3aperucTpupoBaHHbiX Ha cepBepax
[I0CTaBKW, OHOBPEMEHHO Ha HECKOMbKo syslog-cepeepos (o 4).

Cepeuc Raw Access Logs No3BONseT BbIrpyxaTb «Cbipble» Nor-Gannbl
B 06bekTHOe xpaHunuue Ha nnatdopme NGENIX kaxabiit yac B Buge
TekcToBOro daina, KoTopbli COAEPXUT MHbOPMaLMIO O 3anpocax

O CEePBUCHOI KOHPUIypaLMM 3a OAWH Hac.

TNor-dannbl MOXHO xpaHuTb oT 1 AHs go 1 roaa.

Cepsucbl ctatncTku 1 aHanutukn NGENIX no3sonsiot nonyunTb
6onee 35 oT4eToB 0 paboTe BebG-pecypca u NoBeaeHUn
nonb3oBaTenemn ¢ 3afepXKon B 1 MUHYTY.

Cepsuc Real-Time Analytics npefocTaBnsieT BO3MOXHOCTb MOMYYUTb MOJHYIO
CTaTUCTUKY O paboTe BeG-pecypca B peX1Me peanbHOro BDEMEHN:

0 nocelaemMmocTy, obbeme Tpaduka, KONNYECTBE 3aNPOCOB U HNIOKMPOBOK,
notpebnennn o0bnacTu xpaHeHus AaHHbIX, 9GGEKTUBHOCTU KILIMPOBaHWS,
KONMYECTBE ONTUMN3NPOBAHHBIX M306PaXeHUI, Kofiax OTBETOB.

Cepsuc Advanced Analytics no3sonseT nonyunTb uHGopmaLmio

06 ayauTopum Be6-pecypca: ucrnonbayembie 6paysepsl, OC, ycTpoincTea;
reorpadnyeckoe pacnonoxeHve Beb-ayauTopui; Ton Nocelaemblx CTpaHuLL;
NpPUUMHBEL 6NIOKMPOBKM 3anpocos ¢ IP-agpeca.

NGENIX'

NGENIX — poccuitckui o6nauHblii NpoBanaep KOMMIEKCHbIX YCAYT 3alllUThbl,
obecneueHUs LOCTYNHOCTU U NOBbILEHUSA NPOU3BOAUTENIbHOCTU NYBINYHbIX B€6-pecypcoB

PacnpeneneHHas obnayras nnatdpopma NGENIX nomoraet NT-komaHaam o4HOBPEMEHHO 3aluumuaTh Beb-pecypc oT DDoS-atak, B3floMOB
1 BPeLLOHOCHbIX HOTOB, CMPaBAATLCS C BbICOKMMM HAarpy3kaMu 1 yCKopsiTb 3arpyaky Be6-cTpaHuL, Ans ayautopum B nioboit Touke Poccuu.
YnobHbl nHTepdenc ynpaeBneHuns nnatdopmont n npodpeccroHanbHas nopaepxkka komaHabl NGENIX no3sonsioT BnagensLam poccunckmx
BEO-pecypcoB oNTMMU3NPoBaTh paboTy ceoux UT- n Mb-nogpasaeneHnin u chokycnpoBaTbcs Ha pOCTe U pa3BUTUM CBOEro buaHeca. @ 1
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